
Attachment J.33

CONFIDENTIALITY AGREEMENT

for

Access to Information Technology Resources at the

 Centers for Disease Control and Prevention

and

Limitation on Disclosure of Sensitive Information

under

Contr act No .  xxxxxxxx

As an emp loyee or sub contracto r of <name of contractor>, THE PARTICIPANT requires a wid e range of ac cess to

confidential information and federal information technology (IT) resources and information maintained by the Centers for

Disease C ontrol and  Preventio n, (CDC), an agency of  the U. S. Dep artment of Health and H uman Services.

In consideration for the following mu tual covenants, the parties agree as follows:

1. Within the c ontext of CD C Contra ct No. xxxxxxxxx, and in acco rdance with  the terms of this ag reement,

CDC grants limited access to the following:

A. The federal information technology (IT) resources generally described in Table 1.

B. <Specific limitations or specifications relative to the agreement, such as: (A) “Access to data,

systems, communications channels and other IT resources which are not directly tied to the testing

and remediation of hardware is prohibited.”  or (B) “Datasets and/or public use data tapes derived

from information collected under an Assurance of Confidentiality authorized by Section 308(d) of

the Public Health Service Act, also listed in Table 1.”>

2. THE PARTICIPANT acknowledges that within the CD C environment, a variety of restricted acc ess

information is held, the vast bulk of which is categorized as "Sensitive but Unclassified", and that in the performance

of CDC  Contract N o. xxxxxxxxx, the participant may require access to such limited access information.  Categories of

limited access information include the following:

Health &  health-related  data on ind ividuals, grou ps, entities, some  of which iden tify individuals

Federal Privacy Ac t “systems of records”

Information exempted from release under Freedom of Information Act

Proprie tary data

National Defense-related information

Information subject to co ntractual restrictions on access

Information covered by a Certificate or Assurance of Confidentiality (P.H.S. Act, Sects.  301(d) & 308(d) )

Data co llected unde r other spec ific legislative mand ates (Tob acco, T ransfer of bio logicals, ...)

Data identified as pre-release, internal working papers, etc. of federal agency

Therefore, THE PARTICIPANT further agrees to make no use of the identity of any person or establishment

discovered inadvertently and advise CDC of any such disc overy.

3. THE PARTICIPANT acknowle dges the sen sitive and co nfidential nature  of the informa tion covere d by this

agreement and agrees to employ all reasonable efforts to maintain such information secret and confidential, such

efforts to be no  less than the de gree of care  employed  by <name of contractor> to preserve and safeguard <name of

contractor>’s own information.

4. THE PARTICIPANT agrees to utilize any information accessed through the performance of CDC Contract

No. xxxxxxxxx solely for the pu rpose of p erforming tha t Contract;

5. THE PARTICIPANT has read and agrees to be bound by CDC p olicies and standards regarding

confidentiality and use of federal  IT resources (attached).  Further, THE PARTICIPANT agrees to attend one hour

of training by CDC on informa tion security and  the use of IT  resources a t CDC.

6. THE PARTICIPANT agrees to refrain from any of the following pro hibited uses:



A.  Disclosing, revealing, or giving to anyone information accessed under CDC Contract No.

xxxxxxxxx except to e mployees  of <name of contractor> who have a need for the information and who are

bound to  it by like obligatio n as to confid entiality, without the ex press written p ermission o f CDC. 

B.. Attempting to  override o r avoid sec urity and integrity p rocedur es and de vices establishe d by CDC,

or its components, to con trol access to federal IT reso urces.

C. Attempting to override or avoid security and integrity procedures and devices established by outside

organizations to control acc ess to their information systems and IT re sources.

D. Using hard ware and/o r software, or d ownload ing software, tha t is not specifically au thorized in

writing by the Project Officer.

E. Violating copyrights or software licensing ag reements.

F. Using CDC’s name or logos to misrepresent, as falling under CDC auspices, personal materials or

materials one  produc es on beha lf of an appro ved grou p. 

7. Upon  expiration o f this Agreeme nt or CD C Contra ct No. xxxxxxxxx, THE PARTICIPANT agrees to

destroy or return to CDC any information accessed through the performance of contract that falls under one or more of

the categor ies listed unde r paragrap h 2 abov e and that wa s copied, p rinted, or oth erwise dup licated. 

8. CDC has the capa bility and the auth ority to audit its fede ral IT reso urces, and u nder app ropriate

circumstances, monitor their use.

9. CDC may terminate this access with or without cause at any time without advance notice.

10. THE PA RTICIPA NT’S  authorized access automatically expires at the end of the contract period, or sooner

if so indicated in the space at the top of Table 1. A written renewal request must be submitted two months prior to the

termination, with appropriate justification for each access to be continued.  A new Agreement for Access and

Limitation on  Disclosure  is required fo r each rene wal.

11. The co nstruction, interp retation, and  performa nce of this Agr eement sha ll be govern ed by U.S . Federal law . 

Violations  of this agreem ent or misuse  of CDC 's federal IT re sources m ay subject THE PARTICIPANT to criminal

penalties in ac cordanc e with federal law  (attached). In  addition, THE PARTICIPANT understands that other federal

laws and reg ulations gove rn CDC ’s maintenanc e and op eration of thes e federal IT  resources a nd may ap ply to THE

PARTICIPANT.

12. I have read, understoo d, and agree to com ply with the above statements.

______________________________________
Print Name: Last, First, MI (Person Requesting
Access)

______________________________________
Current Position

______________________________________
Signature

______________________________________
Date: (mm/dd/yyyy)

______________________________________
Print Name: Last, First, MI (Contractor's Official
Witness)

______________________________________
Position

______________________________________
Signature

______________________________________
Date: (mm/dd/yyyy)

<CIO Point of Contact or Project Officer>: ______________________________   Date: ________

Copies of the following CD C Policy statements are to be  provided to eac h person requesting acc ess.

Employee Use of CDC Information Technology Resources (CDC-8, 11/5/99)



ADP Security Policy (Manual Guide--information Resources Management, No. CDC-3, 3/15/89)

18 U.S .C. Sections  641 and  1030. Non-Disc Model.WPD



1 For assistance contact: IRMO Help Desk, Clifton Rd., Bldg 16, Room 2xxx,(404) 63 9-nnnn, E-mail: xxxxxxxx@cdc.gov

2 For assistance contact:  IRMO Help Desk, Clifton Rd., Bldg 16, Room 2xxx,(404) 63 9-nnnn, E-mail: xxxxxxxx@cdc.gov

3 Give a name, address, phone and email address for Steward
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Table 1
Federal Information Resources Authorized1 

Unique User-Id Assigned by CDC: 1 Expiration of Access Date:

Federal IT Resource Name or Description3 Location Authorizing Official(s)

Assuming authentication to the NDS Tree and the
CDC Accounts domain, identify the server on5

which primary storage is housed.
CDC Novell 4 Ntwk,
IRMO/xxx2 Specify3

Other LAN account(s)7 Specify

CDC mainframe account9 Specify

CDC E-mail account Specify

Internet Access11 Specify

CDC Intranet Access Specify

13

<Name of each specific data set authorized> <Name of person authorized
to grant access to the data>

15

17

19

21

23

25

Authorized access to a specific resource does not imply authorized access to any other resource.
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Appendix I

Procedure to request / notify changes of access.  Access to additional resources may be granted upon written request, as

described in Appendix I, attached.

A written request shall be provided to <Title &  Organiza tion within Par ticipant’s hom e entity>, who will forwar d the reque st --

with her/his statement of support of the justification provided, to the <Title &  Organiza tion within CD C’s sponso ring entity>,

CDC.  

If the requested access involves a physically separate or limited access device or dataset, the appropriate steward of that device

/ dataset shall be provided a copy of the request for review and authorization.

Upon acceptance of the request by all appropriate parties, an amendment to the Agreement for Access and Limitation on

Disclosure will be executed, and a copy of any appropriate limitations on access and use will be provided.  When this has been

done, access will be provided.

If effective access not contained in Table 1 is recognized, of if another relationship is established with a CDC organization

which may lea d to add itional access to  federal IT  resources a t CDC, written notice of such shall be provided to the <Title &

Organiza tion within Par ticipant’s hom e entity> and to the <Title &  Organiza tion within CD C’s sponso ring entity>, CDC.

Access ga ined outside  of this proced ure may resu lt in termination o f all access to fed eral IT reso urces at CDC.


